
Appendix 1

CUMBRIA FIRE & RESCUE SERVICE PENSION SCHEME RISK REGISTER (June 2018)
1. Operations

Impact Likelihood Overall 
risk 

rating 

Risk 
Ref

Owner Risk area

1: lowest, 5: highest (impact x 
likelihood)

Control(s) Comment

1.1 Scheme 
Manager 
& YPS

Operational disaster – 
Cyber Crime / Digital 
Information Security

3 5 15
Amber

Your Pension Service (YPS):
 Cyber security risks and controls in 

place
 Build an understanding of what 

generates cyber security risks
 Develop a Cyber Security Policy.  

Build into Information Security 
Policy

 Embed into Information Security 
training

 Test if any Cyber threats attempted
 Business Continuity Plan

CCC : The Council has met the compliance 
requirements for ongoing access to the 
national Public Service Network (PSN) and 
a new PSN connection compliance 
certificate has been awarded by the 
Cabinet Office.

Your Pension Service (YPS) : 

Mitigating risks taken from the risk register of 
YPS.
CCC: The Audit & Assurance Committee 
undertook a review of the wider Council’s 
mitigating actions relating to the risk of cyber-
crime in January 2018.The long term objective 
is to reduce the likelihood of a cybercrime 
taking place and impacting onto the Council, 
and thereby the Firefighters Pension Scheme. 
The risk register will continue be updated to 
ensure consistency with the overarching 
Council approach.

1.2 Scheme 
Manager 
& YPS

Operational disaster 
(fire/flood etc.)

4 1 4
Green

Administration (Your Pension Service): 
business continuity procedures in place for 
administrator.  Reviewed by Collaborative 
Board.
Other operations: business continuity 
procedures in place for scheme manager 
(CCC).  These are tested corporately in 

Direction of travel 
Your Pension Service (YPS): YPS maintains 
and regularly reviews its risk register and a 
designated member of staff is responsible for 
keeping this up to date and relevant.
Lancashire County Pension Fund's Compliance 
function ensures that Your Pension Service’s 
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Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

accordance with CCC policies and 
procedures.

To improve the level of information security 
and reduce the likelihood of a data breach, 
the Council has rolled-out e-mail encryption 
software, designed to secure and control 
sensitive information and large files being 
e-mails outside the Council’s secure IT 
network.

stated risk management processes and 
procedures form part of the Scheme’s Risk 
Register. 
All Lancashire County Council’s business 
continuity plans are reviewed and co-ordinated 
by the Council’s emergency planning services 
which provide a QA function in respect of 
individual service plans.
CCC: Cumbria Fire & Rescue Service Pension 
Scheme (CFRSPS) operates as a service within 
CCC. CCC has comprehensive business 
continuity plans and procedures which cover 
the key functions and systems used by 
CFRSPS. All key documents relating to 
CFRSPS are stored electronically on secure 
servers.

1.3 Scheme 
Manager

Member data 
incomplete or 
inaccurate: impact on 
annual statutory 
requirements (Annual 
Benefit Statements 
(ABS), triennial 
valuation and year-end 
accounting)

3 2 6

Green

Internal audit work undertaken on YPS 
controls to provide assurance that internal 
controls over the operation and 
administration Cumbria Fire Service’s data 
are adequate and effective (annually).
Monthly reconciliation of employer 
contributions to data submitted by 
employer.
Quarterly YPS key performance indicators 
includes measures of timeliness of update 
of records.
Data scoring introduced by the Pension 
Regulator will give visibility to data quality.

Direction of travel 
Impact on ABSs:
Impact on Triennial Valuation: Significant data 
cleanse work was completed following the 
transition of the membership administration 
function in 2011 and reviewed following the 
introduction of the 2015 Scheme reduces the 
risk of incomplete or inaccurate data. A recent 
review has identified that, whilst data quality is 
good for the Scheme, an area for improvement 
relates to the addresses held for deferred 
members. An exercise will be undertaken in 
2018/19 to focus on improving this. 
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Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

Whilst the results of the 2017 Valuation have 
not yet been released, data quality is not 
considered to be a material issue for the 
Scheme.
Cumbria Impact on year end accounting: 
external auditors have identified this as a key 
risk (this is a standard risk). 
The 2016/17 accounts were signed off with an 
unqualified opinion with no recommendations 
arising. 

1.4 Scheme 
Manager

Administration process 
failure / 
maladministration 3 3

(previously 
2)

9
Amber

(previously 
6

Green)

Formal agreement in place with Lancashire  
County Council for the discharge of 
pension administration functions.  This 
confirms Lancashire will exercise the same 
skill, care and diligence they would apply to 
the discharge of their own functions in 
relation to the administration of pensions.

Formal quarterly meetings of YPS and 
Cumbria pension officers to review and 
consider standards of service provision 
against YPS internal KPIs.

A meeting was held with the Deputy 
Director of Pensions of LPP in May 
following a decline in performance 
standards as a result of a restructure within 
the service at the beginning of April. LPP 
have a clear recovery plan to address 
these performance issues and adherence 
to this plan will be closely monitored by 

Direction of travel
Agreement covers key considerations including 
data protection, Freedom of Information, 
conflicts of interest and early warning.

YPS exceeded all but one CFRSPS KPI targets 
in the quarter to March 2018 and all for the year 
to March 2018.

However, performance issues within YPS have 
been identified following a restructure in April 
2018. Officers are robustly reviewing and 
challenging the recovery plan for this.   As a 
result of this decline in performance issues, the 
likelihood of a risk arising has been increased 
from 2 to 3 in this quarter.

Internal audit work completed in April 2017 
concluded “substantial assurance that there is 
generally a sound system of internal control, 
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Risk 
Ref

Owner Risk area

Impact Likelihood Overall 
risk 

rating Control(s) Comment

1: lowest, 5: highest (impact x 
likelihood)

Officers of the Fund. 

Internal audit assurance is provided 
annually by Lancashire County Council that 
internal controls with YPS over the 
operation and administration of Cumbria 
Fire Service Pension Scheme data are 
adequate and effective.

Regular (at least quarterly meeting) of 
operational group (‘review group’).  

Ongoing dialogue with officers at YPS 
throughout the year. 

adequately designed to meet the services 
objectives, and controls are generally being 
applied consistently.” For pension administration 
with YPS.

1.5 Scheme 
Manager

Loss of key personnel

3 2 6

Green

Detailed training programme for Fund 
Officers.
Succession planning.
Appointment in March 2018 of a Senior 
Manager for the Pension Fund.

Direction of travel 
Succession planning is a key factor in the 
proposed increase to internal staffing.  As with 
current team members all new team members 
will be given appropriate training.

1.6 Scheme 
Manager

Failure to 
communicate 
effectively with 
members

2 2 4
Green

Clear communication policy for the 
Scheme.
YPS provide communications through the 
Member Self Serve (MSS). Further work 
required to increase sign up to MSS across 
the Scheme.

Direction of travel: New Risk
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2. Funding

Impact Likeli-
hood

Overall 
risk 

rating 

1: lowest, 5: highest (impact x 
likelihood)

Risk 
Ref

Owner Risk area

Previous quarter score in 
brackets

Target score for risks above 
green shown in italics

Control(s) Comment

2.1 Scheme 
Manager

Employer failure to 
pay contributions 
into scheme (e.g. 
due to employer 
error, business 
failure or general 
impact of increases 
in employer 
contribution rates)

4 2 8
Green 

Monthly monitoring of contribution payments by 
Scheme Manager to ensure contributions 
received are timely and accurate. This 
reconciliation is considered as part of the 
annual audit process.

Direction of travel 
Monitoring and reconciliation of contributions 
undertaken monthly.  Full reconciliation 
completed and checked as part of year end 
process.

2.2 Scheme 
Manager

Fraud / Fraudulent 
behaviour/ financial 
irregularity / 
significant 
opportunity for 
recovery missed.

2 3 6
Green

Fraud: Active participation in the National 
Fraud Initiative (NFI) reduces impact of 
unidentified deaths and fraudulent pension 
claims. 
Segregation of duties and adherence to a 
delegated scheme of authority minimises the 
risk of fraud by officers.

Direction of travel: New Risk

To identify any cases of overpayment of 
pension, participation in the NFI has been 
increased from every two years to six monthly.
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3. Regulatory and compliance

Impact Likeli-
hood

Overall 
risk 

rating 

1: lowest, 5: highest (impact x 
likelihood)

Risk 
Ref

Owner Risk area

Previous quarter score in brackets
Target score for risks above 

green shown in italics

Control(s) Comment

3.1 Scheme 
Manager

Failure to interpret 
rules or legislation 
correctly. 

3 2 6 
Green

Robust training policy and plan: including 
regular attendance at pensions training and 
update events.
Regular monitoring of key sources of 
information e.g. government publications, 
industry expert briefings and press.
Liaison with FRSPS & LGPS colleagues.

Direction of travel 

Changes to regulation / legislation are 
monitored on an ongoing basis 

To provide assurance that processes and 
procedures surrounding Scheme policies are 
appropriate and operating effectively the 
pensions team requested a review of these 
by Internal audit.  

Consideration of governance issues and 
changes to regulation are permanent sections 
of the monitoring report to the Board.

3.2 Scheme 
Manager

Conflicts of interest

2 2

(previously 
4)

4
Green

Board: all members have signed up to the 
Board’s Code of Conduct and Conflicts of 
interest policy (which are aligned to those of 
the Council). At each meeting members will be 
asked to disclose any changes to their 
situation.  

Direction of travel 
At the first Board meeting members received 
a training presentation on the FRSPS and 
governance structures within Cumbria 
FRSPS.  They then unanimously agreed to 
adopt the Cumbria LGPS Local Pension 
Board Code of Conduct (Conflicts of Interest) 
Policy.

3.3 Scheme 
Manager

Annual accounts 
criticised by 
external auditors / 

3 2 6
Green

Trained, experienced officers produce 
accounts to a detailed timetable.
Specific training includes officers attending 

Direction of travel 
2016/17 Accounts were published in advance 
of the statutory guidelines and an unqualified 
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Risk 
Ref

Owner Risk area

Impact Likeli-
hood

Overall 
risk 

rating 

Control(s) Comment1: lowest, 5: highest (impact x 
likelihood)

Previous quarter score in brackets
Target score for risks above 

green shown in italics

Pensions regulator CIPFA annual pensions closedown event and 
review of relevant CIPFA guidance.
Accounts produced in line with CIPFA 
example accounts.
Annual Report produced in line with CIPFA 
guidance.
Detailed review of accounts undertaken by 
officers and members.

audit report received with no 
recommendations. 

3.4 Scheme 
Manager

Failure to comply 
with General Data 
Protection 
Regulations 
(GDPR) 4 2 8

Green

The Scheme is represented on a Council-wide 
working group for the preparation for GDPR 
implementation in May 2018.

Implementation of a new system to consider 
data quality scheduled for early 2018/19.

Secure e-mail system within the Council and 
between the Scheme and YPS.

Direction of travel: New Risk

Presentation given to Local Fire Pension 
Board regarding preparation within the 
Council and YPS.
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Key:

Impact

5. Most severe green amber amber Red red

4. Major green

1.2

green

2.1; 3.4

amber Red  red

3. Moderate green green

1.3; 1.5; 3.1; 3.3

amber 

1.4

Amber amber

1.1
2. Minor green green

1.6; 3.2

green

2.2

green amber

1. Insignificant green green green green green

1. Very unlikely 2. Unlikely 3. Possible 4. Likely 5. Very likely

Likelihood


